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Configuring Custom User Properties 
in MITS Report
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Why Implement User Properties

There are two primary reasons for implementing User Properties:

• Quick shortcuts for commonly used column filters

• User security enhancement

Both of these uses are described in the Example Scenario, starting on page 4.

Create a User Property

To create a new User Property:

1. Click the Administration tab.

2. Navigate to the Customization Menu configuration page.

3. Click Create New User Property.

4. Provide a Property Name.

5. Provide a Type.

6. Provide a Default Value.

7. Click Save to finish.
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Assign a value to a User Property

Unless a default value was specified when the User Property was created, the User Property value 
will need to be set individually for each MITS Report user that will have this User Property 
associated with their user account.

To assign a value to a User Property:

1. Click the Administration tab.

2. Navigate to the Customization Menu configuration page.

3. In the Property Name column, click on the name of the User Property that you want to assign 
values for. The Assign User Values dialog box will appear, which lists all of the MITS Report 
users and the current value(s) for the selected User Property.

4. Enter a User Property Value for each user. To add additional values for a user, click the Additional 
Value link in the Values column for that user.

5. When you have added the necessary User Property values, click Save Changes to finish.

What has taken place?

Now that the User Property values have been assigned for this User Property, those values will be 
substituted any time the User Property is referenced in a column filter while that MITS Report 
user is logged in. These values will also be used if this User Property has been referenced as a part 
of a row restriction within MITS Report user security.

� You can also modify all of the User Property values for a single user. From the Administration tab, on 
the Manage Users configuration page, select User Properties from the Modify menu in the Actions 
column for the user you want to modify.

� If a value has not been set on a User Property for a user and that user attempts to utilize that User 
Property in a report filter, the resulting report will be empty, since the User Property Value is effectively 
null. Be aware that this also applies to the use of User Properties in security administration!
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Example Scenario

The Report Source
The Report Source that will be used in this example scenario is named "Sales History." It uses a 
file named INVOICES as its source file. When a report is created from that Report Source, each 
row represents one sales order.

The available columns in this Report Source include:

• Customer Name (the customer name on the order)

• Customer Number

• Order Total $

• Product Name

• Product Number

• Sales Rep Name

• Sales Rep ID

The MITS Report Users
You have five MITS Report users:

• Bob Donis: Sales Manager (sales rep ID = "BOD")

• Susan Overcast: Sales Rep Team Leader for Bob's sales team (sales rep ID = "SRO")

• Drew Logan: Sales Rep, reports to Bob (sales rep ID = "DRL")

• John Brinkman: Sales Rep, reports to Bob (sales rep ID = "JPB")

• Deborah Sims: Sales Rep, reports to Bob (sales rep ID = "DGS")

Each of these users have unique requirements, as outlined below.
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The Requirements
1. As a sales manager, Bob has full access to all of the information in this Report Source. While 

having access to all of this information is quite useful, he needs a quick way to filter the report 
view so that it shows only the orders for the sales reps on his sales team.

2. In addition, since he still closes orders on occasion, it would be nice if he could quickly view the 
orders that he has closed himself.

3. As a team leader on Bob's sales team, Susan should only be able to view the information in this 
Report Source that relates to the orders that were closed by the sales reps who are a part of Bob's 
sales team.

4. Since she is also an active contributor on her sales team, she needs an easy way to filter the report 
view so that it only shows the orders that she closed herself.

5. Drew, John, and Deborah are only sales reps, so their access in this Report Source should be 
restricted so that they can only view their own orders.

Fulfillment Requirements
The creation of two User Properties will be required to meet the needs outlined in these three 
scenarios.

• Sales Team (Required for Susan's security restrictions and will also be used by Bob for his team-
based filtering need.)

• Sales Rep ID (Required for the sales rep security restrictions for Drew, John, and Deborah and 
will also be used by Bob and Susan for their individual filtering needs.)

User Property Creation and Configuration
1. Create the "Sales Team" User Property

2. Set the values for the "Sales Team" User Property

• For Bob: all sales reps on his team (BOD, SRO, DRL, JPB, DGS)
• For Susan: all sales reps on Bob's team (BOD, SRO, DRL, JPB, DGS)
• For Drew, John, and Deborah: no value

3. Create the "My Sales Data" User Property

4. Set the values for the "My Sales Data" User Property

• For Bob: BOD
• For Susan: SRO
• For Drew: DRL
• For John: JPB
• For Deborah: DGS
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Security Configuration
1. Configure Susan's security restrictions.

As outlined above, Susan should only be able to view the information in this Report Source 
that relates to the orders that were closed by the sales reps on Bob's sales team. To accomplish 
this, we will need to configure Susan's MITS Report user account with a row restriction on 
this Report Source that will only allow her to view the rows where the sales rep ID for that 
row appears in her Sales Team User Property values list.

a. Log in to MITS Report with a user account that is a member of the System Administrator group.
b. On the Administration tab, navigate to the Manage Users configuration page by clicking Manage 

Users on the left.

c. In the Actions column for Susan's user account, click Modify and select Sources.
d. Locate the Sales History Report Source and click Configure Row Restrictions. (In this example, 

notice that Susan already has the Access permission for this Report Source.)

e. Click Add Restriction to a Row. The Select Column for Row Restriction dialog box will appear.
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f. Locate the Sales Rep ID column in 
the list and click Add Filter.
The Adding Filter to Sales Rep ID 
dialog box will appear.

g. In the Equal To drop-down menu, select Equal to User Property.

h. Select Sales Team from the new drop-down menu that appears and click Add Filter.

The restriction has now been added, and the next time Susan views a report from the Sales History 
Report Source she will only be able to see the orders for the sales reps on Bob's sales team (as defined 
for her user account in the Sales Team User Property).

2. Create a custom security group, which will be used to apply the security restrictions for Drew, 
John, and Deborah.

As outlined above, Drew, John, and Deborah should only be able to see their own orders 
when viewing reports that are run against the Sales History Report Source. To accomplish 
this, we will create a custom security group, set the required User Property-based restriction 
on that group, then add Drew, John, and Deborah to this new security group.

a. Log in to MITS Report with a user account that is a member of the System Administrator group.

b. On the Administration tab, click New in the toolbar and select Create Group.
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c. Enter a group title and (optionally) a description. The title should be unique and descriptive, but 
not too verbose. The description should give enough information about the group that future 
administrators will be able to determine what the group is intended to do, but not so much detail 
that you limit the ability to add functionality to the group in the future. In this example, we have 
named the group "Sales Rep Restrictions" and used the following description: "This security group 
is used to apply restrictions to sales reps."

d. Click Save Changes to create the new group. You will be taken to the Manage Groups configuration 
page, and your new custom group will be included in the list. 

e. To add the necessary restrictions to the new Sales Rep Restrictions group, click Modify in the Actions 
column for this group and select Sources.

f. Add the Access permission for the Sales History Report Source by selecting the check box in the 
Access column for the Sales History Report Source. 

Click Save Changes. You will be returned to the Manage Groups configuration page.

g. Navigate back to the Manage Source Permissions page by clicking Modify in the Actions column for 
the Sales Rep Restrictions group and selecting Sources.

h. Locate the Sales History Report Source and click Configure Row Restrictions.

i. Click Add Restriction to a Row. The Select Column for Row Restriction dialog box will appear.
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j. Locate the Sales Rep ID column in 
the list and click Add Filter.
The Adding Filter to Sales Rep ID 
dialog box will appear.

11. In the Equal To drop-down menu, select Equal to User Property.

l. Select My Sales Data from the new drop-down menu that appears and click Add Filter.

The restriction has now been added for this group.

3. Add Drew, John, and Deborah to the new Sales Rep Restrictions group.

Now that the new security group has been created and configured to utilize the My Sales Data 
User Property, we just need to add the three sales reps to this new group and User Properties 
will do the rest - as each user logs in to MITS Report, the My Sales Data User Property 
variable will be set equal to the User Property Value that was defined for them, and if 
everything was configured properly, MITS Report user security will ensure that they can only 
see their own orders in the Sales History Report Source.

a. Log in to MITS Report with a user account that is a member of the System Administrator group.
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b. On the Administration tab, navigate to the Manage Users configuration page by clicking Manage 
Users on the left.

c. In the Actions column for Drew Logan's user account, click Modify and select Groups.
d. Select the check box next to the Sales Rep Restrictions security group and click Save Changes.

e. Repeat from step 3c to add John and Deborah to the Sales Rep Restrictions security group.
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Scenario Completion
Now that these User Properties have been implemented, the initial requirements have all been 
met.

Requirement #1
As a sales manager, Bob has full access to all of the information in this Report Source. While 
having access to all of this information is quite useful, he needs a quick way to filter the report 
view so that it shows only the orders for the sales reps on his sales team.

Solution: Any time Bob is viewing a report that runs against the Sales History Report Source, he 
can filter the results to see only the sales reps on his sales team as follows:

1. Click the column heading for the Sales Rep ID column and select Add Filter.

2. Select Equal to User Property from the drop-down menu.

3. Select the Sales Team User Property from the second drop-down menu.
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4. Click Add Filter. The report will now be filtered based on the values that have been assigned to 
Bob's MITS Report user account for the Sales Team User Property.
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Requirement #2
In addition, since he still closes orders on occasion, it would be nice if he could quickly view the 
orders that he has closed himself.

Solution: As above, any time Bob is viewing a report that runs against the Sales History Report 
Source, he can filter the results to see only his own sales as follows:

1. Click the column heading for the Sales Rep ID column and select Add Filter.

2. Select Equal to User Property from the drop-down menu.

3. Select the My Sales Data User Property from the second drop-down menu
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4. Click Add Filter. The report will now be filtered based on the value that has been assigned to 
Bob's MITS Report user account for the My Sales Data User Property.
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Requirement #3
As a team leader on Bob's sales team, Susan should only be able to view the information in this 
Report Source that relates to the orders that were closed by the sales reps who are a part of Bob's 
sales team.

Solution: This requirement is met automatically by the row restriction that was added to Susan's 
MITS Report user account which is based on the Sales Team User Property.
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Requirement #4
Since she is also an active contributor on her sales team, she needs an easy way to filter the report 
view so that it only shows the orders that she closed herself.

Solution: As in the solution for requirement #2 above, any time Susan is viewing a report that 
runs against the Sales History Report Source, she can filter the results to see only her own sales as 
follows:

1. Click the column heading for the Sales Rep ID column and select Add Filter.

2. Select Equal to User Property from the drop-down menu.
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3. Select the My Sales Data User Property from the second drop-down menu

4. Click Add Filter. The report will now be filtered based on the value that has been assigned to 
Susan's MITS Report user account for the My Sales Data User Property.
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Requirement #5
Drew, John, and Deborah are only sales reps, so their access in this Report Source should be 
restricted so that they can only view their own orders.

Solution: This requirement is met automatically by Drew's, John's, and Deborah's inclusion in 
the custom Sales Rep Restrictions security group as well as the fact that the group has a row 
restriction added to it which will be based on each user's settings for the My Sales Data User 
Property. For example, Drew will only be able to see rows where the Sales Rep ID is equal to 
DRL, John will only be able to see rows where the Sales Rep ID is equal to JPB, and Deborah will 
only be able to see rows where the Sales Rep ID is equal to DGS.

Additional Notes
If Drew, John, or Deborah attempt to add a filter using the Sales Team User Property, the 
resulting report will be empty because they have no values associated with their MITS Report user 
account for that User Property.

To utilize User Property-based filtering (either within a report or as a part of MITS Report user 
security), the column that the filter will be based on must have Enhanced Column Capabilities 
enabled. For more information about Enhanced Column Capabilities, see the MITS Report 
Source Reference Guide.
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